USDA

Department of
Agriculture

GUIDE

User Guide to Using EFS on ITS Laptops

Final
Version 1.0
September 6, 2006

ABD.60074-00.F*0-ITS

Prepared by:
OCIO Information Technology Services
Infrastructure Deployment Branch



OCIO/ ITS Infrastructure Deployment Branch User Guide to Using EFS on ITS Laptops

User Guide to Using EFS on ITS Laptops

Revision History

RECORD OF CHANGE

Revision/Change | Update Date of Description/Reason for Pages/Sections
Number Number Change Change Affected

Final V1.0 i ABD00.60074-00.F*0-ITS




OCIO/ ITS Infrastructure Deployment Branch User Guide to Using EFS on ITS Laptops

Table of Contents

I O 1Y 1
O U] 01 1P PR PPN 1
1.2, INTFOAUCTION ...ttt bbbttt e bbb e bbb e s 1

A w1 1= = o] Y/ o) 4o ISP 2
2.1. Implementing File Encryption on Laptop and Tablet Computers .........c.c.ccoecvevereenee. 2
2.2. First Time Logon After Encryption Has Been Administered...........ccccccoovvivenviveninenne. 2

3. How to tell if a File or Directory is ENCrypted .......cooouviiiiiiieiiiieieee e 3

A L aTod oA o N T g Lo = T =T o] o Y Y 4

5. Updating ReCOVEry CertifiCAte ...... oo iiiiiiiiieiiiie et e e e e e e e eeeeees 6

6. Other Useful INfOrmMation ... ... e e e e e e e e e eeeeees 7
6.1. WOrKStation BaCKUPS .......ccoiiiiiiiiee e 7
6.2. Moving and CopYiNg FIIES........ccueiiiiiieiiee e ns 7
6.3. Standard ENCrypted FOIAErS. ... 8
R T T (oI 1 oY =T 1= SR 8
6.5. Data Files for APPHCATIONS..........oiiiiiiie e 9
B.6. MUITIPIE USEIS ..ottt et e e e e e teene e raeaeaneenneennn 9
6.7. Opening an Encrypted File of ANOther USEr.........ccooiiiiiiiiiie e 9
6.8. Removing ENCryption ON A File ..o 9

Final V1.0 i ABD00.60074-00.F*0-ITS



OCIO/ ITS Infrastructure Deployment Branch User Guide to Using EFS on ITS Laptops

1. Overview

1.1. Purpose

The USDA Service Center concept is a cornerstone of the department’s reorganization effort
undertaken subsequent to the Department of Agriculture Reorganization Act of 1994. By
consolidating its individual agency field offices into service centers, the USDA intends to see a
greater return on investment, and at the same time provide taxpayers with more efficient service
at reduced cost.

One of the key components of this concept is the implementation of the Information Technology
Services (ITS) organization. The ITS vision is to be recognized as a professional team of
customer-driven service providers who respond to the needs of its customers by providing
outstanding service and cost-efficient, highly effective technical solutions.

1.2. Introduction

In response to recent concerns regarding the safety of sensitive data on mobile devices, ITS will
be enabling the Encrypted File System (EFS) feature within the WiNnDows XP operating system
running on all notebook, laptop, and tablet workstations. The process to enable EFS will be
implemented through a start up script when the workstation is rebooted on the ITS network.

S For machines that can not receive the start up script, i.e. dialup or vpn locations or
Gateway 5300 Solo laptops it will be necessary for the ITS staff to manually install
the software to implement EFS.

The first time a user logs on to these types of devices, a script will execute that will encrypt
folders that have been identified in this guide. It is important to remember that notebooks,
laptops and tablet workstations are more vulnerable than normal desktop computers as they are
easier to steal and this is the main reason these units have been targeted for this initial rollout of
EFS.

IMPORTANT!!! Users need to make sure that when they need to store files on these

portable devices, they must save the files in the folders that have been
encrypted.

S While the process is running please refrain from using MICROSOFT OUTLOOK and any
other programs that store data within the affected directories.
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2. File Encryption

In order to maintain the security of sensitive information on machines that leave USDA property,
the Encrypting File System built into Windows XP is going to be used. This will add a number of
new concerns to ensure the data is also accessible to authorized persons.

S For the most part, file access is transparent to the creator of the file.

2.1. Implementing File Encryption on Laptop and Tablet Computers

A script has been set up to implement the file encryption for each user that logs on to a laptop or
tablet computer. This script is made available to the computer by performing a reboot of the
machine while on the ITS network.

For machines that are not on the ITS network, i.e. use dial-up or VPN connection all of the time,
it will be necessary to obtain the manual installation script and have it installed by the ITS staff.

2.2. First Time Logon After Encryption Has Been Administered

1. Atthe CTRL + Alt+ Delete log on screen, log on to the laptop or tablet workstation with
regular user account. You will see a new screen, such as the one shown in Figure 2.2.a
below, as the encryption of existing files takes place.

e | efs_setup

Encrypting files in c:“homesdan.snyder B7_26%1leith~dan™

f reespace .vhs [OK]
ListWorkstations.bat [OK]
ListWorkstations2.bhat [OK]
zysrestore . .vhs [OK]

Encrypting files in c:“homesdan.snyder B7_26%1leith wks™

ListWorkstations.bat [OK]

ListWorkstations.vhs [0K]
i rkstationsS8N.bhat [0K]
d i [OK]

rkstat ionsSN_BIOS .vhs

eCenterList.txt [0OK]
orkstations .txt [OK]
UorkstationsSN.txt [0K]
MorkstationsSH_BIOS.txt [OK]

Encrypting files in c:“homesdan.snyder B9_28%

comp_report.zip [OK]

Figure 2.2.a — Encryption Screen

e Depending on the number of files in the folders to be encrypted the encryption can
take from 10 minutes to over an hour. Errors will be received if the encryption is
attempting to encrypt files that are in use, such as OUTLOOK, SO it is necessary to
wait until the one time encryption is finished before using the system.

2. When the encryption is finished you will be returned to the normal desktop. Make sure
you perform the action in Section 5 to establish an encryption key for the files that were
encrypted.

S All files which are encrypted will have their date/time stamp changed to the time of
their file encryption. Thus the first time the script is run, all files in the folder will
be updated.
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3. How to tell if a File or Directory is Encrypted

The easiest way to see if a file is encrypted is through the use of WiNDows ExPLORER. If the file or
directory is encrypted, it will display with a green color. See Figure 3.0 below.

& C:\Documents and Settings\varichmond. jis1 r._| ['El E|
File Edit ‘iew Favarites Tools Help :f
e Back - </ lﬁ P ) Saarch ‘ H._H Folders -

Address |@ CihDocuments and Settingsivarichmond, jis1 V| Go
Folders X Mame Size | Type Date Modified

EX&] - richmond. jis1 2 Application Data File Folder &/25/2006 11:05 AM
(=) Application Data ~ ChCookies File Folder 2/1/2006 9:43 AM
() Caokies |=1Deskkop File Folder 7117 /2006 10:17 Al
[ Deskkop ‘fi’Favorites File Folder §/25/2006 11:05 Al
* Favorites Local Settings File Folder 2/1/2006 4:28 AM
[ Local Settings [CIMy Documents File Folder G125/2006 11:05 AM
[ My Documents “My Recent Documents File Folder §/25/2006 11:33 AM
L.b My Recent Docum MetHood File Folder 2/1[2006 4;28 AM
() MetHood L S0utlook File Folder 71712006 10:17 AM
[ outlook PrintHood File Folder 2/1[2006 4;28 AM
[ PrintHood SendTao File Folder 8/25/2006 11:05 AM
(3 sendTo |5 5kart Menu File Folder 211)2006 4;23 AM
B [ Start Menu Templates File Folder 211/2006 9;39 AM
) Programs | [Z|MTUSER DAT 763KB DATFile 8/25/2006 11:42 AM
< | Y nkuser.dat . LOG 1KE Texk Document 812512006 11:45 AM
15 objects (Disk free space: 20,0 GE) 769 KE :J My Computer

Figure 3.0.a — Sample Showing Encrypted Files
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4. Encrypting a Directory

Although ITS is setting what it considers the most common directories for file storage to encrypt
by default, there will be additional directories that may contain sensitive information. As those
directories are identified by the Agency or user, they should be encrypted as well.

S Bear in mind that programs encrypted by one user are usually not usable by
another user.

The steps to encrypt files in a directory are below:
1. Open WinDows EXPLORER by right-clicking the [ Start ] button.
2. Choose [ Explore ]. Navigate to the directory where encryption is to take place.
3. Right-click the Directory and choose [ Properties ]. See Figure 4.0.a below.

General | Security | Custorize

’J Encrypted
Type: File Falder
Location: C:h
Size: 0 bytes

Size on disk: 0 bytes

Cortains: 0 Files, O Folders
Created: Today, August 28, 2006, 11:31:35 PM
[ ak. ] [ Cancel ]

Figure 4.0.a — Properties Dialog Box
4. Click the [ Advanced ] button. See Figure 4.0.b on the following page.

Advanced Attributes é E|
Choose the settings you want for this Folder

When vou apply these changes vou will be asked iF vou wank the
changes ta affect all subfolders and files as well.

archive and Index attributes

] Falder is ready For archiving

Far Fast searching, allow Indexing Service ko index this Folder

Compress or Encrypt atkributes

[] Compress conkents ko save disk space

[¥]Encrvpt conkents bo secure datal

I OF, l [ Cancel ]

Figure 4.0.b — Advanced Attributes
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5. Put a check in the box next to [ Encrypt Contents to secure data ] and click [ OK]. You
will be returned to the previous screen. See Figure 4.0.c below.

Encrypted Properties

General | Secuity | Customize

_—J Encrypted
Type: File Folder

Lo atioh: Ch

Size: 7 bytes (7 bytes)

Size ondigk:  4.00KB (4,096 butes)

Cantaing: 1 Files, 0 Folders
Created: Today, August 28, 2008, 11:31:35 PM
Aftributes: [E] Bead-anly - Advanced...
[ Hidden
[ oK ] ’ Cancel ] ’ Apply ]

Figure 4.0.c — Properties Dialog Box
6. You should see the screen shown in Figure 4.0.c. Click [ OK].

7. If the directory already contains items, it will ask if you would like to encrypt those as
well. See Figure 4.0.d below. Choose [ Apply changes to this folder, subfolders and files ]

and click [ OK].

‘ou have chosen ko make the Following attribute changes:

encrypk

Do you want to apply this change ko this folder only, ar do you want to
apply it ko all subfolders and files as well?

() Apply changes to this Folder anly

() iapply changes ka this Falder, subFalders and Filest

[ O, H Cancel ]

Figure 4.0.d — Confirm Attribute Changes
8. When the encryption is finished, click [ OK ] to close out the PROPERTIES screen.
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5. Updating Recovery Certificate

In order to use files you have encrypted, it is important that you have two items that are referred
to as a Certificate and a Key. Normally, the existence and usage of these items is transparent.

However, in the case of a critical failure of the laptop, it is important that a backup of the
Certificate for these files be kept off the machine. There is a semi-automated process on the
machine that will guide you through the process and then save the file to your H:\certificates
folder. In this example the H: drive is on the ITS Server.

S Itis recommended that you run this process every time you change your password
on the laptop.

1. Press [ Start] =» [ All Programs | = [ USDA Applications ] = [ Utilities ] = [ EFS Key
Backup ]. See Figure 5.0.a below.

EFS certificate and key backup.

aour certificates and the corresponding kevs are being backed up. IF vou didn't skart the process, press CAMCEL. Press OF
ko canfirm,

Cancel |

Figure 5.0.a — EFS Certificate and Key Backup

2. Click the [ OK ] button to back up your EFS key. You should receive the screen shown in
Figure 5.0.b below.

o | C:AWINDOWS\system3Z\cipher.exe
Please type in the password to protect your _PFY file:

Figure 5.0.b — Password Protect cmd Screen
3. Typeina password
< For simplicity, you can use your domain user account password.

4. Re-type your password.

The file should now be saved in H:\certificates with a name containing both your user
name and machine name.
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6. Other Useful Information

6.1. Workstation Backups

One of the workstation backup strategies that has been in place is for a scheduled task that is on
the ITS Server to perform a connection to each workstation during the night and utilize the
WINZIP software to perform a backup of the user and data files that reside on the workstation.
With the implementation of encryption the WINZIP software can not back up the folders which
have been encrypted unless the task is performed by the user that owns the files. The
workstation backups that are performed from the Server will continue to run but it will only
backup the files that are not in the encrypted folders. This allows the data files to still be backed
up by a scheduled task.

Until a long term solution can be found it will be necessary for the individual user to perform a
backup of the tablet or laptop by using the Nightly Backup menu option that is on the machine.
This backup method requires you to be connected to the network and an H: drive mapped to the
Server.

One item to be aware of is that the manual execution of the nightly backup will only allow the
encrypted files of the user that is logged on to be created in the backup zip file. You will get
access denied messages for files that are not owned by the user performing the backup.

To perform a manual backup execute the following steps.

1. While logged on as Regular User Account, click [ Start ] =» [ All Programs | = [ USDA
Applications ] = [ Backup ] = [ Manual Run of Nightly Backup ].

2. This will perform a backup of the user files and data files that have been configured on
the workstation. A copy of the backup file will be located under the c:\usda\backup
folder as well as to the H: drive for the user.

6.2. Moving and Copying Files

When needing to make your files available in other folder locations than the current encrypted
folder you need to be aware of what happens to the encryption based on where you place the files
or folders. The following guide lines are helpful in understanding this scenario.

e Any file that is created or saved in an encrypted folder will automatically become
encrypted and only accessible by the user that placed the file in the folder location.

e Any files that are saved to the User’s desktop will not be encrypted as the desktop is not
an encrypted folder location.

&  Sensitive data should not be stored on the User’s desktop.

e If you attach an encrypted file to an e-mail it will automatically be un-encrypted when the
recipient receives the e-mail. Remember it is not a good security practice to send
sensitive information via e-mail.
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6.3.

If you copy, cut or move files or folders from an encrypted location, the encryption will
stay on the files or folders, if they will be placed in another location on the hard drive.
For example, you go into WiNDOwS EXPLORER and copy a file from
c:\home\firstname.lastname and then paste the file into c:\temp. The copied file will now
be in the c:\temp folder and it will be encrypted based on your user account and no one
else can open the file.

If you attempt to copy an encrypted file or folder to the ITS Server the file will not be
encrypted. On the initial roll out of the encryption it may be possible but an eventual
policy will prohibit this action.

Encryption will not stay on a file or folder if you write the files to a CD-ROM. The
original file or folder that is still on your system will remain encrypted.

In addition, if you copy the file to a USB Memory Stick, encryption will not remain on
the file and you will get a screen similar to the one shown in Figure 6.2.a below. The
original file or folder that is still on your system will remain encrypted.

Encrypted File E

The file 'Book! .bxt' cannaot be copied or moved without losing its
encryption.

‘ou can choose ko ignore this error and continue, or cancel.

| Ignare |[ Ignaore Al ][ Cancel ]

Figure 6.2.a — Encrypted File Screen

Standard Encrypted Folders

The following folder locations will be encrypted upon setting up encryption for the first time.

6.4.

C:\home and all subfolders — The folder specific to the user would be
c:\home\firstname.lastname

User’s My Documents Folder, (C:\documents and settings\username\My Documents) -
providing they are on the laptop or tablet

User’s C:\documents and settings\username\Outlook
C:\USDA\Backup

File Strategies

For users that spend most of their time in the office with a network Server and occasionally take
their laptop or tablet out of the office, you may want to make sure you save the files that you use
on the Server and then when you need to leave the office, copy the files that you need to the
encrypted folder (c:\home\firstname.lastname), use them while out of the office and then when
you get back copy them back to the Server.

Final V1.0
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6.5. Data Files for Applications

At this time we are not encrypting folders that would contain data files for applications.
Additional testing must be performed before we can implement this strategy. If the application
allows you to store the file in a different folder and then move it back when needed then you
could store the file in an encrypted area and then when you need to access it, move it to the
folder where the application resides, un-encrypt the data and then use the data.

S Remember if you perform this action you need to make sure you move the data file
back to the encrypted folder when you are finished using it.

6.6. Multiple Users

If there are multiple users that utilize the same laptop or tablet you will not be able to access the
other person’s files that are located in their encrypted folder. For example a file located in
c:\home\joe.smith and was created by joe.smith can not be accessed by another user that logs
onto the tablet or laptop.

6.7. Opening an Encrypted File of Another User

If you try to open an encrypted file that another user owns you will get an error message similar
to the following;

Microsoft Office Word

] Word cannot open the document: user does not have access privileges
. (:\...\Config_Procedures_Domain_User_...)

Figure 6.7.a — Access Privileges Screen

6.8. Removing Encryption On A File

1. If is necessary to remove encryption on a file so that someone else can use it you can
copy the file to another folder location such as c:\temp and then right-click the file and
select [ Properties |.

2. Click on the [ Advanced ] tab and remove the check mark in front of [ Encrypt Contents to
Secure Data .

3. Make sure that you do something with the file and then remove it from this location so
that the data is secure.
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